Troubleshooting with Simultaneous Models
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Abstract. The goal of decision-theoretic troubleshooting is to find a se-
quence of actions that minimizes the expected cost of repair of a device.
If the device is complex then it is convenient to create several Bayesian
Networks, each designed to solve a particular problem. At the beginning
of a troubleshooting process, it is often necessary to help the user to se-
lect the proper model. Complications arise if the user is able to give only
a vague description of the problem. In such a case we need to work si-
multaneously with many troubleshooting models. In this paper we show
how models that were originally designed as independent models can be
used together while memory space and computational time are kept low.
We allow models to be overlapping, i.e., two or more models may contain
equivalent troubleshooting steps and/or equivalent problem causes (de-
vice faults). We propose a troubleshooting procedure that can be used
with many simultaneous models at once. The key that enables us to join
the models together is the single fault assumption, which means that
there is only one fault causing a device malfunction at a time.

1 SACSO Troubleshooting Approach

We start with a review of the SACSO troubleshooting approach proposed for
troubleshooting with a single model. The approach was implemented in the HP
BATS troubleshooter [2]. The goal of a troubleshooting task is to find and remove
the cause of a device malfunction. In case of a complex device, such as for example
a laser printer, it is convenient to create several models each designed to solve a
particular problem. All original troubleshooting models M;,i = 1,2,..., N have
similar structure. Each model M; describes relations between a set of repair
actions A;, a set of observations O;, and a set of causes C; that can be solved
within model M;. Repair actions are actions that can directly solve the problem,
while observations can not solve the problem directly, but may help identify the
problem cause.

It is assumed that only one cause from C; can be the cause of a device
malfunction at a time. It is often referred to as the single fault assumption.
This assumption is reasonable when troubleshooting printing systems and similar



man-made devices. Therefore, each cause can be represented as a state ¢; € C; of
a single cause variable C'M;. The state space of each variable C'M; is extended
by an additional state n.a. This state corresponds to the case when the true
cause of the problem is not addressed in model M;. In other words, C'M; = n.a.
corresponds to the situation when model M; does not solve the problem.

It is also assumed that actions and observations are independent given the
cause. This assumption implies that if the cause of the problem is known then
neither the fact that an action failed to solve the problem nor an outcome of a
made observation affect the probability of any other action solving the problem.
In Fig. 1 an example of two SACSO troubleshooting models is shown.
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Fig. 1. Two SACSO troubleshooting models.

Remark 1. In the HP BATS troubleshooter both repair actions and observations
are included. To keep the exposition simple we stick to actions only. However,
the approach of this paper is suitable also for models containing both repair
actions and observations.

For every action A and for each cause ¢ € C; included in the model M; the
conditional probabilities P;(A = yes | CM; = c¢) are provided by a domain
expert and it is assumed that P;(A = yes | CM; = n.a.) = 0. We say that an
action A can solve a cause ¢ in a model M; if P;(A = yes | CM; =¢) > 0. The
set of causes that can be solved by an action A in a model M; is denoted by
pa;(A), pa;(A) C C;. The set of actions that can solve a cause ¢ in a model M;
is denoted by ch;(c), chi(c) C A;.

Each action A has associated a cost cost(A). It may correspond to the time
needed to perform action A, money spent when performing action A, a combi-
nation of time and money, or another criteria. The troubleshooting task is to



find a sequence of actions that minimizes the expected cost of repair, i.e., the
expected total cost of all actions performed until the problem is solved.

It has been shown that in the case of actions A € A with disjoint pa;(A) it
suffices to order them decreasingly according to the ratio P;(A = yes)/cost(A)
(see [4]). However, in [7] it was shown that in case of overlapping pa;(A) the
troubleshooting task is N P-hard.! The heuristic algorithm that is the essence
of the SACSO troubleshooting procedure [2, 5] consists of three basic steps that
are repeated until the problem is solved:

1. Select a repair action of the highest efficiency

P;(A=yes|h)

i) = cost(A) ’

where h denotes evidence introduced by the troubleshooting history. This
corresponds to the evidence that all performed actions failed to solve the
problem.

2. Perform the chosen action and observe the result.

3. If the performed action did not solve the problem then enter the outcome of
the troubleshooting step into the model and update the model.

The reader interested in details or in other approximate methods used to find a
troubleshooting strategy is referred to [2,5, 7].

In the rest of this paper we discuss how troubleshooting with simultane-
ous models can be performed. In Sec. 2 we describe how single troubleshooting
models can be joined together. In Sec. 3 we apply the SACSO troubleshooting
procedure to the troubleshooting with many simultaneous models. In Sec. 4 we
propose how probabilities of causes can be initiated when only a vague descrip-
tion of a problem is provided.

2 Simultaneous Models

The current approach to multiple models, implemented in the HP BATS trou-
bleshooter [2,5], is, first, to use the authoring tool [6]. This creates dozens of
models, with each model related to a particular problem. When troubleshooting
with the HP BATS troubleshooter, the user selects one model with the help of
a selection tree. Then she performs troubleshooting with the chosen model as
described above. The problem of this approach is that as the user may not know
what the problem exactly is, it may not be clear which model to select. Therefore
we need a way to work with several models simultaneously.

In Fig. 2 a scheme for troubleshooting with simultaneous models is displayed.
The troubleshooter consists of troubleshooting models M, M,, ..., My and a
supermodel. The supermodel reflects dependencies between causes and problems.
It uses the user’s problem description and answers to certain questions that may
help identify the problem, it communicates with the troubleshooting models,

LI VA € A: |pai(A)| < 2 then the complexity is still undecided.
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Fig. 2. A basic scheme for troubleshooting with simultaneous models

and it realizes the troubleshooting algorithm, i.e., it selects a best next action
to perform and updates the troubleshooting models by the observed outcomes.

It will turn out that under assumptions discussed in this section we can join
together all SACSO models and create a single Bayesian network which we will
call the joint model. Then we can simply apply the algorithm used for trou-
bleshooting with a single SACSO model to troubleshooting with simultaneous
models. The supermodel is discussed in detail in Sec. 4.

Generally, there can be identical problem causes and actions that appear in
more than one SACSO model. For example, “Media out of specification”
can be a cause of “Paper Jam”, “Spots”, or “Temporary problem solvable
by cycling power”. For each of these three problems a single SACSO model is
designed. If it is possible, we identify equivalent causes across all models auto-
matically. Otherwise we need to consult a domain expert. We assign the same
index to equivalent causes. Similarly, an automatic program or a domain ex-
pert should identify equivalent troubleshooting actions across all models. Again,
we will assign the same index to equivalent actions. The joint model contains
all problem causes and all troubleshooting actions from the individual SACSO
models, i.e.,

N N
C=JC\na and A=[]JA; .
i=1 i=1
A question arises whether we can declare two causes ¢ € C;, ¢’ € C; identical
if ch;(c) # chj(c'). For example in Fig. 1, cause ¢z of model M; is solved by



action A; but action A; is not present in model M, where cause c3 is present. A
reason for this situation can be that an expert did not want to include the action
that is part of the first model in the context of the second model, e.g., because
the model would be too complex for the audience. We allow such situations and
treat two identical causes solved by different actions as one cause solved by all
actions that can solve that cause in any SACSO model. It means that for each
cause ¢ € C the set of its children in the joint model

N

ch(c) = U chi(c) .

i=1

A similar question is whether two actions A € M;, A" € M; can be declared
identical if pa;(A) # pa;(A'). For example, in Fig. 1, action A, can solve cause ¢,
in model M5 but not in model M; since this model does not contain this cause.
This situation will appear quite naturally, since no expert would like to list all
possible causes that can be solved by an action no matter what the problem is.
We treat two identical actions solving different causes as one action solving all
causes solved in any SACSO model. It means that for each action A € A the set
of its parents in the joint model

N

pa(A) = | pai(4) .

i=1

Let us use the example of the two models from Fig. 1 to explain how to
define the conditional distributions attached to actions present in more than one
model. Action A, solves cause ¢y with probability P (As = yes | CM; = ¢)
and ¢z with probability Pi(A2 = yes | CM; = ¢3) in model M;. In model
M, it solves cause c3 with probability P»(A2 = yes | CMy = c¢3) and cause
¢4 with probability Py(A2 = yes | CMy = c4). It is natural to have the same
conditional probabilities in the joint model. A question is what to do if for
example P (Ay = yes | CMy = ¢3) # Py(As = yes | CMy = c3). We believe
that the only reason for the difference can be that it is difficult for an expert to be
100% consistent. Therefore we either ask an expert to resolve this inconsistency
or we simply take the average of the two numbers. In the rest of this paper we
assume that for any two models M; # M; containing an action A and a cause
¢ € pa;(A) and c € pa;(A) it holds that

Pl(A|CMz:C):PJ(A|CM]:C) -

In the individual SACSO models the basic assumption used is the single fault
assumption. It is reasonable to keep this assumption in the joint model as well
since it is a characteristics of the device and it can not be influenced by the fact
that a user does not know what the problem is. The single fault assumption is
encoded in the joint model using the node C'A that has all possible causes as its
states. We also keep the conditional independence of actions given the cause in
the joint model.



The arguments provided above leads to a unique way of combining the
SACSO models to a joint model. The joint model has a Naive Bayes structure,
whose conditional probability distributions are given by the following definition.

Definition 1. Let m(c — A) define a function such that for any cause ¢ € C
and any action A€ A

iif AM;, A€ M; N c € pa;(4),
0 otherwise.

m(c— A) = {
In the joint model the conditional probability of an action A € A given a cause
c € C is defined as

0 if m(c—A)=0,

P(A:y€3|CA:c):{Pm(AZyes|C'Mm:C)if m=m(c—A)F#0 .

In Fig. 3 we give an example of a joint model, which is composed from two
SACSO models of Fig. 1.

C1
C2 yes/no
C3

:
cs / yes/no

yes/no

Fig. 3. The two SACSO troubleshooting models from Fig. 1 joined together.

3 A Troubleshooting Procedure

In Sec. 1 we sketched the SACSO troubleshooting procedure for an individual
SACSO model. In Sec. 2 we described how the joint model is created from the
SACSO models. In this section we propose an algorithm for troubleshooting with
simultaneous models that is an application of the SACSO troubleshooting pro-
cedure to the joint model. We show that we need not even create the joint model
since all information can be stored in and read from the SACSO models. We also
demonstrate that a simple naive approach to troubleshooting with simultaneous
models ignoring the fact that different models may contain identical causes and
actions may provide erroneous results.

We require P;(A = yes | CM; = c¢) being equivalent for all models including
both A and ¢ and with ¢ € pa;(A). Therefore it does not matter which of



these models is chosen by the function m(c¢ — A). In fact, also after inserting
a troubleshooting history h as evidence the function m(¢c — A) can be used to
select a model for reading P(A | CA = ¢, h).

Lemma 1. For the conditional probability P(A | CA = ¢, h) of A given a cause
¢ € pa(A) and a troubleshooting history h in the joint model it holds that

P(A|CA=c,h) = Pyiessay(A| CMypesny =) -

Proof. By the conditional independence of actions given the cause in the joint
model we get

P(A|CA=c,h)=PA|CA=c) .
From Definition 1 we read that
P(A|CA=c)= Ppiesa)(A| CMpyesn)y =) ,
which proves the assertion of the Lemma. O

The following lemma underlies the simple propagation scheme for Naive
Bayes models. It will be used in the troubleshooting procedure.

Lemma 2. Consider the joint model with a troubleshooting history h. Let L =
|C|. Then the probabilities of causes ¢ € C of the joint model can be updated in
the light of a new evidence e = (A = no) by the following formula

e|CA=¢c)-P(CA=c|h)
P(e | h) ’

P(CA=c|e,h):= il

where P(e | h) = Y1_, P(e | CA=c¢;) - P(CA =c¢; | h).
Proof. Using Bayes’ rule we can write

P(e,CA=c|h)

P(CA=c|e,h)= Pl h)

Since actions are independent given a cause in the joint model we get
P(e,CA=c|h)=P(e|CA=c¢)-P(CA=c]|h) . (2)
The probability P(e | h) can be computed as

L
P(e|h)=> Ple|CA=c)-P(CA=c;|h) . (3)

(=1
Substituting P(e | h) from (3) and P(e,CA = ¢ | h) from (2) into (1) we get the
assertion of the lemma. a



Table 1. A troubleshooting procedure

1. Initiate h, A(h) := A, and P(CA =c¢),c €C.
2. For each action A € A(h) compute

P(A=yes|h):= > P(A=yes|CA=c)-P(CA=c|h)
cEpa(A)
P(A=uyes|h)

(AL h) = cost(A)

@

Perform action A* := argmaxac a(n) eff(4 | h).
4. If A* solves the problem then quit

otherwise set e := {A* = no} and continue with step 5.
5. For each ¢ € pa(A*) compute

fl(c,e|h):==P(e|CA=c)-P(CA=c|h) .
6. For each ¢ € C\ pa(A*) set f(c,e | h) := P(CA=c]|h).
7. Compute the normalization constant
Ple|h) =Y flee|h) .
ceC
8. Normalize, i.e., for each c € C

P(CA=c|e,h) :%

Update h := hU{A* = no} and A(h) := A(h)\ A*. If A(h) = 0 then quit.
Otherwise, go to step 2.

Using Lemma 2 we establish a fast updating scheme. The full troubleshoot-
ing procedure based on this updating scheme is described in Table 1. We note
that the procedure corresponds to the SACSO troubleshooting procedure [2,
5] applied to the joint model. This procedure does not provide optimal trou-
bleshooting strategies. However, when troubleshooting printers, it was shown
that the strategies provided by the SACSO troubleshooting procedure are very
close to optimal strategies [2] .

Proposition 1. The troubleshooting procedure described in Table 1 can be per-
formed using the original SACSO models only, i.e., we need not create the joint
model.

Proof. Observe that P(A = yes | CA = ¢), needed in step 2, can be read from
model M;,i =m(c = A) as P;(A =yes | CM; =c¢) and P(e | CA = ¢), needed
in step 5, can be read from model M;, j = m(c — A*) as P;(A* =no | CM; = c¢)



(Lemma 1). We only need to store repeatedly updated probabilities of causes
P(CA = ¢¢ | h) somewhere. A convenient location can be the variables C'M;
in the models M;,t =1,2,..., N, where, having new evidence e, we update the
probability distribution P;(CM; = ¢; | h). Thus we keep all models updated
and we can read the probability P(CA = ¢¢ | h) from any model containing the
cause cy. ]

The complexity of the proposed troubleshooting procedure if used to provide
a full troubleshooting sequence is only O(]A|? x |C]), where |A| is the number
of different actions and |C| is the number of different causes over all models.
Furthermore, we may substantially speed up the computations if we check for
causes having P(CA = ¢ | h) equal or close to zero and disqualify such causes
from further computations. Consequently we need not work with a great many
models at the same time, since all models M; having P;(CM; = n.a. | h) equal
or close to one can be disqualified from further computations.

In the following remark we show that if the probability of an action solving
the problem was computed as the total sum over all SACSO models we would
get erroneous results.

Remark 2. Note that each cause ¢ € pa(A) is included in the sum of step 2 only
once, which is generally different from the sum

> Pi(A=yes|h)= > Z _cy;/;@gh)_d’

je{1,2,..N} j€{1,2,...N} cepa;(A)

where each cause appear as many times as is the number of models it is contained
in. Therefore, if this formula was used to estimate P(A = yes | h), it would dis-
proportionally favour actions solving causes that are contained in more models.

4 Initial probabilities of causes

The reader has probably realized that we have not discussed how the probabilities
of the causes are defined when creating the joint model. Since this task requires
a deeper discussion we have left it for an independent section.

In order to be able to reflect dependencies between causes and problems we
create a Bayesian network model, which we call the supermodel. This model
can use user’s problem description and answers to certain questions that may
help identify the problem. The problem variable PR has all possible problems
pri, pra,...,pri as its states. The supermodel is connected to the joint model
through variable C'A. Expert knowledge of dependence between problems and
causes is encoded in the conditional probability distribution

P(CA=¢ |PR=pry), k=12,...,K, £=1,2,...,L .

This means that for each problem prj the expert distributes the probability mass
between the causes.



Remark 3. When building a single SACSO model M; a domain expert provided
the initial probabilities of causes assuming the problem being solved in that
model, i.e. she provided the conditional probabilities P;(CM; = c | problem;),
where problem; is the problem solved in model M; (see [6] for details). If there is a
one-to-one correspondence between models and problems, i.e., problemy ~ pry,
for Kk = 1,2,...,K and K = N, then we can use the initial probabilities of
causes from the SACSO models to define the conditional probability distribution
P(CA| PR), so that for k =1,2,..., K

P(CA =y | PR :prk) = Pk(CMk = CZ) ifcg €Cy,
P(CA=c¢| PR=pri) =0 otherwise.

When starting with a particular troubleshooting process the model should
reflect all the prior knowledge. Prior knowledge is summarized by means of the
prior probability distribution of the variable PR:

P(PR=pr1), P(PR=pry), ..., P(PR=prg).

For example, these probabilities can be a result of a text mining task performed
on the user’s description of problem and observations the user made.

At the beginning of a troubleshooting process or during the process the user
can be asked certain questions @1, @2, ..., Qs which may help identify the prob-
lem. For each question @); and for each problem pry, a conditional probability
distribution P(Q; | PR = pry) is given. It is assumed that question @; is in-
dependent of @); given PR for any i # j,i,j € {1,...,L}. An example of a
supermodel connected to a joint model is given in Fig. 4.

Fig. 4. The supermodel and the joint model joined together

In order to select the most informative question given a current probability
distribution over problems P(PR | h) we can use standard methods for value of
information [1]. An overview of these methods can be found, e.g., in [3]. Methods



used to select questions in the full version of the SACSO algorithm [2, 5], i.e.,
the probability of a question identifying the problem and the expected cost of
observation, are suitable here as well. These methods can be also used to decide
whether we will ask the user more questions. In Table 2 the initialization of
probabilities of causes is formally described.

Table 2. Initialization of the probabilities of causes.

1. For each problem prp € PR and for each cause ¢, € C, ask a domain
expert to provide you P(CA' = ¢, | PR = pry).

2. Ask the domain expert to propose set of questions Q. For all answers g;
to all questions @); € Q and for all possible problems pry € PR ask the
domain expert to provide P(Q; = ¢q; | PR = pri). Use the knowledge
acquisition methodology described in [6].

3. Set h :=10.
4. Derive P(PR = pry),k € {1,2,...,K} from the user’s problem descrip-
tion.

5. Ask the user the most informative question @); € Q given the history h.
Record the answer g;.
6. For each pri,k € {1,2,..., K} compute

P(ka|hU{Qj:qj}) = P(QJZQJ|PR:ka)'P(ka|h)

= 4 and
i1 P(Qj =qj | PR=pry) - P(pri | h)

set h:=hU {Q] = qJ‘}.
7. Use a criteria to decide whether you will ask the user more questions. If
yes, go to step b, else initialize P(CA = ¢, | h) for all ¢ € C as

P(CA=c|h)=Y P(CA=c|PR=pr)- P(PR=pr|h)
k

and initiate P;(CM; = c | h) = P(CA = ¢ | h) in the individual SACSO
models M;,t=1,2,...,N.

K

1

If we prefer to allow general questions from Q to be asked during a trou-
bleshooting session then we need to communicate the probability distribution
P(CA | h) between the SACSO models and the supermodel. When necessary we
can return to the supermodel and update it, i.e. in the supermodel we propagate

P(CA=c|h)=Pp(CMy =c|h), forallceC ,



where m is the index of any model containing cause ¢. Then we use the algo-
rithm of Table 2 starting with step 5 and using the updated probabilities to
decide which questions we ask. Finally, when we decide to return back to the
troubleshooting procedure we simply replace the values of P;(CM; = ¢ | h),
i =1,2,...,N by the values computed in the supermodel as proposed in step 7.

5 Conclusions

We have presented a fast method that can be used to combine information from
thousands of troubleshooting models that may share certain problem causes
and solution actions. The single fault assumption, allowed us to derive a simple
scheme for updating probabilities of causes in the models. Thus we were able to
use the same troubleshooting methods as if we were working with a single joint
model.
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